Compliance

S/N Specification (Yes/ No)
General
1 The Switch should have minimum 24 x 10/100/1000 Base-T Ports and 4 x 1G SFP ports populated with 4 x 1000 Base-LH
(SMD) Transceiver
2 |The switch should support MTBF of 300,000 hours (minimum)
3 |Should support internal Redundant Power supply
4 |Support for Configuration and image rollback
5 |Should support IPv4 & IPv6 Layer 3 forwarding in hardware
6 |Should have 4GB DRAM & 2GB Flash memory
Performance
7 Should support stacking facility with dedicated stacking port and support minimum total stacking bandwidth of 160 Gbps.
Should support stacking of eight switches into a virtual switch.
8 |Should have 56 Gbps Switching capacity & 41 Mpps forwarding rate
9|Fully non-blocking backplane and wire-speed throughput with
10 [MAC Address table : 30000
11 |Should support 24000 routes
Layer 3 feature
12 [Basic IP unicast routing protocols (static, RIPv1, and RIPv2) should be supported from day 1.
13 Should have future support for | Pv4d and | Pv6 routing
routing
Layer 2 feature
14 |IEEE 802.1Q VLAN encapsulation. At least 1000 VLANs should be supported. Support for 4000 VLAN IDs.
15 Support for Voice VLAN which will simplify telephony installations by keeping voice traffic on a separate VLAN for easier
administration and troubleshooting.
16 |Centralized VLAN Management. VLANs created on the Core Switches should be propagated automatically.
17|l EEE 802.1d, 802.1s, 802.1w, 802.3ad standard supporit from
18 |Link Aggregation Protocol (LACP)
19 Support for Detection of Unidirectional Links (in case of fiber cut) and to disable them to avoid problems such as
spanning-tree | oops.
20 The Switch should be able to discover the neighboring device giving the details about the platform, IP Address, Link connected
through etc, thus helping in troubleshooting connectivity problems.
21|IPer -port broadcast, mul ticast, and storm control to |prevent




22

Support for Multicast VLAN registration (MVR) to continuously send multicast streams in a multicast VLAN while isolating the
streams from subscriber VLANs for bandwidth and security reasons.

Network Security Features

23

Support for mechanisms to improve the network’s abi
and also to enable the switches to coll aborate with
before a host is permitted to access the network. Thus preventing the spread of Viruses & worms.

24| EEE 802.1x to all ow dynamic, port-based security, providin
25[Port-based ACLs for Layer 2 interfaces to allow applljication
26 |Support for SSHv2 and SNMPv3.
27 |Support for Network Admission Control, IP source Guard, MAC Limiting
)8 RADIUS authentication to enable centralized control of the switch and restrict unauthorized users from altering the
configuration.
29 [MAC address notification to allow administrators to be notified of users added to or removed from the network.
30 Dynamic ARP Inspection or equivalent which can ensure user integrity by preventing malicious users from exploiting the
insecure nature of the ARP protocol.
DHCP snooping to allow administrators to ensure consistent mapping of IP to MAC addresses. This can be used to prevent
31lattacks that attempt to poison the DHCP binding dat a
port.
32 |Port security to secure the access to an access or trunk port based on MAC address.
33 Multilevel security on console access to prevent unauthorized users from altering the switch configuration using local
database or through an external AAA Server.
Spanning tree feature to shut down Spanning Tree Pro

34

topology loops.

35

Security ACL entries - At | east 1000.

Quality of Service (QoS) & Control

36

Standard 802.1p CoS and DSCP

37

Control - and Data-plane QoS ACLs

38

Eight egress queues per port to enable differentiated management of up to four traffic types across the stack.

39

Support for congestion avoidance mechanism

40

Strict priority queuing mechanisms

41

There should not be any performance penalty for highly granular QoS functions.




42

Future support for feature which will provide rate limiting based on source and destination IP address, source and destination
MAC address, Layer 4 TCP and UDP information, or any combination of these fields, using QoS ACLs (IP ACLs or MAC ACLs),
class maps, and policy maps.

43

Switch should support at least 1000 aggregate polices.

Management

44

Command Line Interface (CLI) support for configuration & troubleshooting purposes.

45

For enhanced traffic management, monitoring, and analysis, upto four RMON groups (history, statistics, alarms, and events)
must be supported.

46

Domain Name System (DNS) support to provide | P addre

S S

resao

47

FTP/ Trivial File Transfer Protocol (TFTP) to reduce the cost of administering software upgrades by downloading from a
centralized location.

48

Network Timing Protocol (NTP) based on RFC 1305 to provide an accurate and consistent timestamp to all intranet switches.

49

SNMP v 1, v2c, and v3 and Tel net interface support d €
management console provides detailed out-of-band man

50

RMON | and Il standards

51

SNMPv1, SNMPv2c, and SNMPv3

Safety and Compliance

52

CAN/CSA-C22.2 No. 60950-1 Second Edition
EN 60950-1 Second Edition

IEC 60950-1 Second Edition

CISPR22 Class A

EN55022 Class A

ICESO03 Class A

VCCI Class A

Certification

53

The switch should be common criteria EAL3 or NDPP certified

54

Switch OEM should be in the Gartner's Leaders or Ch 4

enger

55

1000BASE-LX/LH SFP transceiver module, MMF/SMF, 1310nm, DOM




